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What'’s
Changing

Your Cisco AnyConnect Experience for VPN Gets MFA
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Today

® ) AnyConnect 1 0 I 2 () @ AnyConnect alaln
Secure Mobility Client CISCO G oenveonuectiiDCEVEN Secure Mobility Client CcISco
B VPN: ‘a) ¥) VPN:
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Ready to connect. Connected to UCB VPN.
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After March 14

eoe Cisco AnyConnect Login
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(@ University of Colorado Boulder
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Enter your passcode Secure Mobility Client cisco
e0e AnyConnect alialns P—— AR vl Loginto UCB VPN Very € you by entring a passcode fom the -
Secure Mobility Client cisco Secure Mobility Client cisco Duo Mobile app. VPN:

Connected to UCB VPN.

IdentiKey Username (example: chbu1234)

= Passcode
Q VPN: y VPN: |

Disconnect
Ready to connect. Please complete the authentication process in the F
AnyConnect Login window.

ucB VPN @) connect

IdentiKey Password

Other options

Log In Advanced Settings...
Need help? Secured by Duo

Need help logging in?
Quit or close all browser windows to exit completely.
DO NOT bookmark this page! Bookmark the service homepage after logging in.
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Anticipated
uestions

Just to cover some basics
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Why?
Better security.

VPN users have authorized remote access to the overall campus
internal network. That’s worth making sure that user accounts
get extra protection.
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How many people does this impact?

VPN usage is variable, so these numbers are approximate: but
there are approximately 6200 unique VPN users per month

More than 99% of those users (based on an analysis in January)
are already enrolled in CUB’s Duo.
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How often do | have to Duo Auth in a day?

The VPN connection with a Duo auth is separate from when you
would log into a site that requires Duo on your native browser.
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What should you expect on the day of?

Nothing.

Users with a valid VPN session will not be disconnected or
prompted to Duo auth until their valid session expires and they

attempt to reconnecit.

This should have no impact to Always On users.
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What does the comms plan look like?

- CAB

ITCP post.

Emails to Custom VPN Tunnel owners
OIT News story + banners

Service Alert
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What if | use a VPN Client that isn’t Cisco?

* Functionality with non-Cisco VPN Clients is not guaranteed.
Please reach out to the PM (Renee Findley) and share your use
case and details in advance of March 14th
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